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void
syscall(void)
{
int num;
struct proc *p = myproc();

num p->trapframe->a7;
if (num (0] num NELEM(syscalls) syscalls[num]) {
p->trapframe->a0 syscalls[num]();
if((p->tracemask num) 1) {
printf("sd: syscall %s -> %ld\n", p->pid, syscall names[num], p->trapframe-=a0);

}
} else {
printf("%d %s: unknown sys call %d\n",
p->pid, p->name, num);
p->trapframe->a0 1;

static const char *syscall names|[]
[SYS fork] "fork",
[SYS exit] "exit",
[SYS wait] "wait",
[SYS_pipe] "pipe”,
[SYS read] "read",
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[SYS kill] "kill",
[SYS exec] "exec",
[SYS fstat] "fstat",
[SYS chdir] "chdir",
[SYS dup] “dup",
[SYS getpid] "getpid",
[SYS sbrk] "sbrk",
[SYS sleep] "sleep",
[SYS uptime] "uptime",
[SYS open] “open",
[SYS write] "write",
[SYS mknod] "mknod",
[SYS unlink] "unlink",
[SYS link] "link",
[SYS mkdir] "mkdir",
[SYS closel "close",
[SYS trace] "trace",

AL tracemask X BT 4AE?E

ESpakaA (ki b g—1 B —NEEIZ.FTA XN R struct proces —NMiel PRRERB R
TN FH#1T trace

BE BAIMB proc.h #l proc.c
B5ETE proc. h iIXANSCEEARRY struct proc FINA—/Miled: int tracemask:
SRIE BAE proc.c B9 procinit BERFMA—MracemaskBI¥IIAML: p->tracemask = 0;

TBEEE fork BHEFMA *F #)—~ tracemask BJ—“ copy: np->tracemask = p-
>tracemask;
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£ sysproc.c RN T R EUREL:

uint64
sys_trace(void)
{

int mask;
argint (0, &mask);

if (mask < 0) {
return -1;

myproc()->tracemask = mask;

return 0;
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attack.c A FER7R:

#include "kernel/types.h"
#include "kernel/fcntl.h"
#include "user/user.h"

#include "kernel/riscv.h"

int

main(int argc, char *argv[])

{
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const int secret len = 7;
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const char charset[] "./abcdef";
const int charset len 8;
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char* mem sbrk (PGSIZE 32);

if (mem (char*)-1) {
write(2, "sbrk failed\n", 12);
exit(1l);
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for (char* p = mem; p < mem + PGSIZE * 32 (secret_len
if (plsecret len] "\O0"') {
int all chars valid 1;

N
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for (int i 0; i secret len; i++) {
int char is in set 0;
for (int j 0; j charset len; j++) {
if (plil charset[j]) {
char_is in set = 1;
break;
}
}
if (!char_is in set) {
all chars valid = 0;
break;
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if (all _chars valid) {
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write(2, p, secret len 1);
exit(0);
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BELXANEEABMNBETEXT BAKz sbrk BISEIL R EEYF.
XEPHEA:



MAXVA —=
trampoline | RX--
trapframe R-W-
argument O
unused e ]
argument N
‘ 0 nul-terminated string
heap R:\'}VU, | address of argument N |argv[argc]
PAGESIZE tack R WU address of argument 0 |argv[0]
stac -WU.
¢ ‘ address of address of argv argument of mainj
guard page | argument 0 B
P lianed data R-WU.
age aligne 3
’ g—’ (empty)
unused |
text R-XU
0 >

ENEBEANZEB AT LER 32 MAR 34 HE 24 FF?

EE, BTN E T —TF, KM ny very very very secret pw is: X4 contentm]gER 32 B, JAGEFAHA
echo my very very very secret pw is: | wc BIFER 32

FELE, FA TR UABHXNR I T AREE ny very very very secret pw is: XMABTHHEFIURHEITT RE
BNESESAENAE.
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char *end sbrk(PGSIZE*32);
end end 9 PGSIZE;
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W LY 32 #IT— SIS UE, B B8 EY secret . c

#include "kernel/types.h"
#include "kernel/fcntl

#include "user/user.h"
#include "kernel/riscv.




int
main(int argc, char *argv[])
{
if(argc 3)4
printf("Usage: secret the-secret flag-bit\n");
exit(1);
}
char *end sbrk(PGSIZE*32);
end end 9 PGSIZE;
strcpy(end, "my very very very secret pw is: ");
if (strcmp(argv[2], "1") 0) {
strcpy(end, argv[1]);
write(1l, end, 41);
}
if (strcmp(argv[2], "0") 0) {

strcpy(end + 32, argv[1]);
write(1l, end, 41);

h;

printf("\n");

exit(0);

XEMEFHNAM—NSERIFCREBHITRE, A AT HITIEUE
ERXBHSENEE T S, B, FRA 1B attacktest. c XBHFHIT—NKEN: char *newargv[] = {

repcret i iisecret O R
£ attacktest XMNERFIAHE secret RHERII—NERIASE

&fa make gemu #HITMIL, BEILERAT:

$ attacktest

my very very very secret pw is: ../bed/
OK: secret is ../bed/

$ secret aabbccd 1

aabbccdvery very secret pw is:

$ secret aabbccd 0

my very very very secret pw is: aabbccd
$
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Version 2

#include "kernel/types.h"
#include "kernel/fcntl.h"
#include "kernel/riscv.h"
#include "user/user.h"

int
main(int argc, char *argv[])

{
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int page num = 17;
char* end sbrk(page num PGSIZE) ;

end (page_num 1) PGSIZE;
write(2, end 32, 8);
exit(1l);

M RMEMERE RN T XMRESSERN, FAREE

ZRINES] SENEAAEREA TR EANNES BRGEIN U REENAE S B — RASHEREEE
MR ERTEERSFARESS BEEKWHG

| SRR EMILMT

BORMITTIR, ¢ race OB EFEREA 1406 IR

Z BT RARERE — T T 8, L 1

MR ERRARARROE SR~ EBR —AR SRR

BATEZRF A T xve AT RIR TR R R ERFEH I T HRY.

AERGERENEEBER R, NXXE attack REBREBRSFBBRERIZT TN, AED 6 AFHE,AF
NS IRES.


https://www.youtube.com/watch?v=8wq1BcXhjp4
https://csci0300.github.io/assign/labs/lab3.html
https://www.bilibili.com/video/BV1eW411i7ZM/
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